CISCO - SG 300-20
Standard configuration - 8 DANTE - 2 Wifi
13 01 2014

This configuration is optimized for DANTE. In a mixed traffic production (VolP, video....)
this configuration can require modification. DV2 do not provide consultation service for
wider network traffic profile.
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QoS Properties

QoS Mode: ) Disable
) Basic
® Advanced

+ Spanning Tree

» MAC Address Tables - “‘&)ﬁ” nfiguration Table

» IP Configuration Filter: Interface Type equals to F'orl. @

[ | EntryMo. Interface | Default CoS |

b
GE2
GE3
GE4
GE5
GEB
GE7
GEB
GE9

~ General
Queue
Co3/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Queue|
VLAN Ingress Rate Limit
TCP Congestion Avoidance

» QoS Basic Mode

» QoS Advanced Mode

* Qo3 Statistics

» SNMP
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Restore Defaults
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Getting Started
» Status and Statistics
» Administration Queue Table
» Port Management Queue Scheduling Method

» Smartport Strict Priority | WRR = WRR Weight = % of WRR Bandwidth
» VLAN Management @ O

> Spanning Tree ® o)
» WAC Address Tables
Multicast 2 L
» Multicas
- ® O
» IP Configuration
» seauty oty |

» Access Control

Queue

Queue 1 has the lowest priority, queue 4 has the highest priority.

¥ General
QoS Properties

CoS/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Queue,
WLAN Ingress Rate Limit
TCP Congestion Avoidance

» Q0S5 Basic Mode

» Q03 Advanced Mode

» Qo3 Statistics

» SMNMP
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cisco SG300-20 20-Port Gigabit Managed Switch
Getting Started
e DSCP to Queue
p i i DSCP to Queue Table
» Port Management Ingress DSCP  Qutput Queue | Ingress DSCP | QutputQueue | Ingress DSCP | OQutputQueue | Ingress DSCP | Output Queue
»_Smartport 0 (BE) 16 (CS2) 32 (CS4) 48 (CSB)
» VLAN Management 17 13 49
18 (AF21) 34 (AF41) 50
19 35 51
20 (AF22) 36 (AF42) 52
21 a7 53
22 (AF23) 38 (AF43) 54
23 39 55
24 (CS3) 40 (CS5) 56 (CST7)
25 4 57
26 (AF21) 42 58
27 43 59
28 (AF32) 44 60
29 45 61
30 (AF23) 62
31 63
Sty [~ —#pply| [ cancel |[  RestoreDefauts |
» QoS Advanced Mode
» QoS Statistics
» SNMP

» Spanning Tree

» MAC Address Tables
v Multicast

» |P Configuration

» Security

» Access Control
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v General
QoS Properties 9
Cueue 10 (AF11)
CoS/802.1p to Queue 11

[DSCP 1o Guee| e

Banadwidth

BREER
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13
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Egress Shaping Per Queue|
VLAN Ingress Rate Limit 14 (AF13)
TCP Congestion Avoidance 15
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47

Queue 1has the lowest priority, queue 4 has the highest priority.
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Priority

sync (PTP) packets
Medium Audio packets 46
Low (reserved) 8
None Other traffic 0

DSCP priority value
High Time critical clock 56
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cisco SG300-20 20-Port Gigabit Managed Switch

Getting Started
Status and Statistics

Global Settings

cisco Language: Logout About Help

Administration

Trust Mode ) CoSis02.1p

® DSCP
Smartport ) CoSi802.1p-DSCP
WLAN Management

Port Management

Default Mode Status ) Trusted
Spanning Tree ® Mot Trusted
MAC Address Tables
Multicast

Override Ingress DSCP: [ Enable

IP Cenfiguration DSCP Override Table | |
Security

= General
Q08 Properties
Queue
CoS/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Queue|
VLAN Ingress Rate Limit
TCP Congestion Avoidance

» QoS Basic Mode

» QoS Advanced Mode
Out of Profile DSCP Mappin
Class Mapping
Aggregate Policer
Paolicy Table
Palicy Class Maps
Policy Binding

» QoS Statistics

» SNMP
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» Status and Statistics

Create VLAN

cisco Language:m Logout About Help

» Adminisiration

VLAN Table

System Settings

[0 viANID | VLANName | Typs

Console Settings 0
Management Interface
User Accounts

1 Default

2 Secondary Static

ldle Session Timeout

Edit Delete

Time Settings
System Log
File Management
Reboot
Diagnostics
Discovery - Bonjour
Discovery-LLDP
Discovery - CDP
Ping
Traceroute
= PortManagement

Port Settings

» Link Aggregation

» Green Ethernet

Properties
Smartport Type Settings
Interface Setiings
VLAN
Default VLAN Settings
Interface Setiings
Port to VLAN
Port VLAN Membership
GVRP Settings
WLAN Groups
Woice VLAN
Access Port Multicast TV VL
Customer Port Multicast Ty
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T Interface Settings

Administration Interface Setting Table Showing 1-20 0120 |All | perpage
Part W t
Shaemen Filter. Interface Type eguals to F'Ol‘t. @

Entry No. | Interface | Interface Administrative = Frame Ingress

VLAN Mode PVID | Type Filtering
GE1 Access AdmitAll  Enabled
GE2 Access AdmitAll  Enabled
GE3 Access Admit All  Enabled
GE4 Access Admit All  Enabled
GE5 Access Admit All - Enabled
GEG Access AdmitAll - Enabled
GE7 Access Admit All  Enabled
Admit All  Enabled
Admit All  Enabled
Admit All - Enabled
Admit All  Enabled
Admit All  Enabled
Admit All  Enabled
AdmitAll - Enabled
Admit All  Enabled
Admit All  Enabled
Admit All  Enabled
Admit All - Enabled
Admit Al Enabled
Admit All  Enabled

Port VLAN Membership
GVRP Settings
VLAN Groups
Voice VLAN
Access Port Multicast TV VI
Customer Port Multicast Tv
Spanning Tree
MAC Address Tables
Multicast
P Configuration

L = T B o U

Access
Access
Access
Access
Access
Access
Access

~ General feccess

QoS Properties
Queue
C0S/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Que
VLAN Ingress Rate Limit
TCP Congestion Avoidan
» QoS Basic Mode
* (038 Advanced Mode
Global Settings
Qut of Profile DSCP Mapy
< >
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Access
Access
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Getting Started
‘Status and Statistics
Administration

Port to VLAN

=T Filter. VLANID equalsto [2] AND interface Type equalsto [Port[~]

iaaaolk Interface GE1 GE2 GE3 GCE4 GE5 GE6 GE7 GE&8 GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20

Access
Trunk
General

Default VLAM Settings
Create VLAN
Interface Settings
Custorner
Port VLAN Membership Forbidden
GVRP Settings Excluded
VLAN Groups Tagged
Voice VLAM
Access Port Multicast TV VI
Customer Port Multicast Ty
Spanning Tree
MAC Address Tables

= [~apply—| | Cancel || PortVLAN Membership Table |

Untagged
Multicast TV VLAN
PVID

OCO00O®O0C0®
Ooco0oO®QOoC0O®
OCO0O0O®Q0QC0®
OCO00O®O0C0®
[ERoNONONONCRO NSNS NO)
OCO0O®QOC0O®
OCO0O0O®OCC0®
[mNeNeNoNeNCRoNoNONO)
EOCO®000C0C0O®
EO®000C0C0C0O®
EO®00000C0®
EOCO®000C0CC0O®
EO®000C0CC0O®
EO®00000C0®
EOCO®00O0C0CC0O®
EO®000C0CC0®
[mNeNeNoNeNCRoNoNONO)
ECO®000C0CC0O®
OCO0O0O®OC0®
EO®00000C0®

IP Configuration
Security
Access Control

= Quality of Senvice

+ General
QoS Properties
Queue
Co3/802.1p to Queue
DSCP to Queue
Bandwidth
Egress Shaping Per Que
VLAN Ingress Rate Limit
TCP Congestion Avoidan

» QoS Basic Mode

~ Q0S Advanced Mode
Global Settings o
Out of Profile DSCP Mapg
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STP

Protocol Disabled

-I|I-I|I- Small Business cisco nguage.m Logout About Help
cisco SG300-20 20-Port Gigabit Managed Switch

STP Status & Global Settings

Global Settings

Spanning Tree State: Enable

STP Operation Mode:

Classic STP
Rapid STP
Multiple STP

STP Status & Global Settings

STP Interface Settings BPDU Handling:
RSTP Interface Settings
MoNE Eranedl = Path Cost Default Values
VLAN to MSTP Instance
MSTP Instance Settings
MSTP Interface Seftings

» MAC Address Tables

Filtering
Flooding

Short
Long

®0 @0 0®@O O

Bridge Settings

# Priority: (Range: 0 - 61440, Default 32768)

# Hello Time: sec (Range: 1- 10, Default 2)

£ Max Age: sec (Range: B - 40, Default 20)

% Forward Time: sec {Range: 4 - 30, Default 15)

Designated Root

Bridge ID: 32768-08:d0:9F6d:1d:41
Root Bridge ID: 32768-08:d0:976d:1d:41
Root Port: 0

Root Path Cost. 0

Topolegy Changes Counts: 0

Last Topology Change 0D/OH/23M58

s o |
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Getting Started .
i e STP Interface Settings

il b STP Interface Setting Table
Port M: ent
Gl Filter. Inferface Type equals to IF‘nrt.

:L":Vn;:agemem Entry No.  Interface STP Edge Port RootGuard @ BPDU Guard | BPDU Handling PortRole | Path Cost | Priority | Port State | Designated Bridge ID = Designated P

e P GE1 Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A
GE2 Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

GE3 Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A
GE4 Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled MNA
GES Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A
GEG Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A
GE7 Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A
Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled MNA

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled NA

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled MN/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled NA

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled MN/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled NIA

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 200000 128 Disabled N/A

Disabled Disabled Disabled Disabled Flooding Disabled 2000000 128 Disabled N/A

STP Status & Global Settings
STP Interface Settings|
RSTP Interface Seftings
WSTP Properties
VLAN to MSTP Instance
MSTP Instance Settings
MSTP Interface Settings

MAC Address Tables

Multicast

1P Configuration

Security

Access Control

Quality of Service

SNMP

O000000C0O0O0O0CO0CCCO0CO

Edit
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Getting Started :
T RSTP Interface Settings

Aministation RSTP Interface Setting Table ‘Showing 120 0120 per page
EiodMan sgemen Filter. Interface Type equalsto IPurl.

Smartport
VLAN Management Entry No. | Interface Point-to-Point PortRole FastLink Port Status
= Operational Status Operational Status

GE1 Disabled Disabled Disabled Disabled

GE2 Disabled Dizabled Disabled Disabled

GE3 Disabled Disabled Disabled Disabled

GE4 Disabled Disabled Disabled Disabled

CGE5 Disabled Disabled Disabled Disabled

GE6 Disabled Dizabled Disabled Disabled

GE7 Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Dizabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Dizabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Dizabled Disabled Disabled
Disabled Disabled Disabled Disabled
Disabled Disabled Disabled Disabled

ng Tre

STP Status & Global Seftings

STP Interface Settings

MSTP Properties

VLAN to MSTP Instance

MSTP Instance Seftings

WMSTP Interface Settings
WAC Address Tables
Multicast

L I L -

IP Configuration
Security

Access Control
Quality of Service
SNMP

O IEONCRONCRONCIRCICIECNCRCCIEONCRCHCEONC

Edit Activate Protocol Migration
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GREEN ETHERNET Disabled
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Small Business

cisco SG300-20 20-Port Gigabit Managed Switch

Properties

cisco ngmge:m Logout About Help

» Link Aggregation
~ Green Ethernet

Port Settings

Energy Detect Mode
Short Reach:
Port LEDs:

Power Savings

Smartport

VLAN Management

Cumulative Energy Saved:

Spanning Tree

MAC Address Tables

Multicast

For the functions and/or parameters configured on this page to become effective,
you may have to configure the corresponding port based parameters on Port Seffings page.

[] Enable
[1 Enable
Enable
80 %

0 WattHour

802.3 Energy Efficient Ethernet (EEE): [] Enable

IP Configuration

popty] [ Cancel |

Security

Access Control

Quality of Senvice

SHMP

®2010-2013
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cisco SG300-20 20-Port Gigabit Managed Switch

GCetling Started

» Status and Statistics

Port Settings

» Administration

Port Settings
» Link Aggregation
* Green Ethernet

Global Parameter Status

Energy Detect Mode: Disabled

Short Reach Mode: Disabled

For the functions and/or parameters configured on this page to become effective,
you may have to configure the corresponding global parameters on Properiies page.

802.3 Energy Efficient Ethernet (EEE) Mode: Disabled

» Save cisco Lammge:m Logout About Help

Entry No.

» Spanning Tree

Paort

Energy Detect

Short Reach

B802.3 Energy Efficient Ethernet

Administrative

Operational

Reason

Administrative = Operational

Reason

Cable
Length

Administrative

Operational

LLDP
Administrative

LLDP
Operational

» MAC Address Tables

1
2
3
4
5
6
7
8

w0

10
Rhl
12
13
14
15
16
7
18
19
20

O00O0000000O0O0OCOCOO0OCO

GE1
GE2
GE3
CGE4
GE5
GEG
GE7
CEB
GE9
GE10
GE11
GE12
GE13
GE14
GE15
GE16
GE17
GE18
GE19
GE20

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Dizabled
Disabled
Disabled
Disabled
Dizabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Copy Settings..

Edit...

5, Inc. All Rights Reserved.
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Unregistered Multicast (Wifi Friendly) : portl and port 2

alualn Small Business cisco L-anguage: Logout About Help
cisco SG300-20 20-Port Gigabit Managed Switch

Unregistered Multicast

Filter: Type equals to IPnn.

Port GE1 GE2 GE3 GE4 GES GE6 GE7 GEB GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20
Fowardng O ©O ® ® © ® ® ® O O ® ® ® ® ® ® ® ® ® @
Fieig @ ® O O O O O © ® ® ©C O O O O O O O O O

oy [ cancer |

MAC Group Address

IP Multicast Group Address
IGMP Snooping

MLD Snooping

IGMP/MLD IP Multicast Group
Multicast Router Port
Forward All

Unregistered Multicast

©® 2010-2013 Cisco Systems, Inc. All Rights Reserved.
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IGMP

alialn Small Business . « S3E elseo mm Logouw Ao Help
cisco SG300-20 20-Port Gigabit Managed Switch .

Properties

Eridge Multicast Filtering Status: T Enable

WLAN ID:

Foraarding Methed for |Pw: MAC Group Address
|P Group Address
Source Specific P Group Address

Forwarding Method for 1Pwv4: MAC Group Address
|F Growp Address.
Source Specific |F Group Address

fetemtyes] | Cancel |

Small Business
Nmim

cisco SG300-20 20-Port Gigabit Managed Switch

IGMP Snooping

IGMF Snocping Status; I Enable

VLAN ID | FGMP Snooping Router | MRouter Ports | Query Queny Query Max Responze | Last Member | Last Member Queny | Immediste | 1G04
| Operstional Status | |IGMP Version | Auto Leam | Robustness | Interval {sec) | Interval {sec) | Queny Counter | Intervsl {msac) [ Staty
Dissbled L3 Enabi=d 2z 125 0 2 1000  Disshied i

Disabled w3 Enabled Fid 125 10 2 1000 Dl

IGMP/MLD 1P Multicast Groul
Mudticast Router Port
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